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Ministry of Consumer Affairs, Food & Public Distribution

Department of Consumer Affair’s to launch 'Jago
Grahak Jago App,' 'Jagriti App,' and 'Jagriti
Dashboard” on 24th December 2024 on National
Consumer Day 2024 to protect Consumers from the
Dark Patterns

The Apps would considerably enhance the capability of the
CCPA in taking suo moto action against dark patterns.

CCPA had earlier taken suo moto cognizance of Dark Pattern
adopted by e-Commerce platforms. E- Commerce platforms
take corrective action after CCPA Intervention

Posted On: 22 DEC 2024 3:16PM by PIB Delhi

Department of Consumer Affairs will launch 'Jago Grahak Jago App,' 'Jagriti App,' and 'Jagriti
Dashboard” for public use on National Consumers Day 2024 i.e. 24th December, 2024.

As part of the government's broader strategy and ongoing efforts to strengthen consumer
protection in the digital era and curb unfair practices in e-commerce and online services, the
Central gonsumer Prote uthority notified tQe Guidelines for Prevention and Rggulation
of Darll Patterns in ZCEd specified 1 rk patterns, nﬁ/: False urgenclfr‘.%asket
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Sneaking, Confirm shaming, forced action, Subscription trap, Interface Interference, Bait and
switch, Drip Pricing, Disguised Advertisements and Nagging, Trick Wording, Saas Billing and
Rogue Malwares.

CCPA had earlier issued notices to IndiGo Airlines and BookMyShow under Consumer Protection
Act, 2019 for alleged Misleading Advertisement/Unfair Trade Practices in the form of deceptive
design patterns/dark patterns.

It came to the notice of the Central Consumer Protection Authority (CCPA) that BookMyShow
had allegedly imposed an extra charge on customers after the booking of confirmed tickets. Re. 1
per ticket was automatically added as contribution towards ‘BookASmile’ in the form of pre-tick
without consent of the consumer. This amounted to ‘Basket Sneaking’ as defined under the
clause (2) of Annexure 1 of Guidelines for Prevention and Regulation of Dark Patterns, 2023.
After CCPA’s intervention BookMyShow addressed the issue of ‘Basket Sneaking’ by giving
customers are an option to choose whether or not they wish to contribute towards BookASmile.

Based on the grievances lodged at National Consumer Helpline, the Central Consumer
Protection Authority issued notice to InterGlobe Aviation Limited (IndiGo Airline) for alleged unfair
trade practices / dark pattern pertaining to ‘Confirm Shaming’ on Indigo Airlines App and Lack
of Transparent Communication on Seat Assignment.

After the CCPA intervention, IndiGo Airline has resolved the issue by changing the wording to
"No, I will not add to the trip"”, which ensures clarity and neutrality. The wordings used earlier
were “No I will take risk”, which amounted to ‘confirm shaming’ which is a Dark Pattern. In
another issue, the Airline was directed to address the issue with the "Skip" button on the
"Selection of Seat" page and to undertake a comprehensive re-examination and redesign of their
web check-in page. Accordingly, the airline addressed the issue of 'Preferential Seating’ by
modification of their website/app by providing a disclaimer on the left side of "skip button" where
it is written that "You can skip preferred seat selection and complete your booking. IndiGO wiill
auto-assign a seat prior to your travel”.

As part of its legislative intent, CCPA held several meetings with industry stakeholders and
requested them to refrain from using Dark Patterns which amount to Unfair Trade Practice under
the Consumer Protection Act 2019. CCPA has also focused on expanding its consumer outreach
by utilizing its social media platforms through informative posts, videos and stories on dark
patterns. CCPA has also trained it's team at National Consumer Helpline to effectively address
the grievances pertaining to Dark Patterns.

Department of Consumer Affairs is now also equipped with means and resources to identify dark
patterns on e-commerce platforms and is soon going to empower consumers with these tools. As
part of the intensive research done by students, Prince Aman and Nameet Mishra, NCC LAB,
Department of Electronics Engineering, IIT(BHU), three apps have been coded, namely; ‘Jago
Grahak Jago App,' 'Jagriti App,' and ‘Jagriti Dashboard’. These are part of an intelligent
cyber-physical system, which operates in real-time and runs on the Airawat Al Supercomputer
under the National Supercomputing Mission for Al and Data Analytics. This innovative system
analyses existing text and design elements on e-commerce platforms to determine whether they
are being used to influence consumer psychology.
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The 'Jago Grahak Jago App,' provides essential e-commerce information about all URLs during
a consumer’s online activities, alerting them if any URL may be unsafe and requires caution.
Meanwhile, the 'Jagriti App," allows users to report URLs where they suspect the presence of
one or more dark patterns declared illegal. These reports are then registered as complaints to the
Central Consumer Protection Authority (CCPA) for possible redressal and subsequent action.
Additionally, the CCPA is being strengthened with the ‘Jagriti Dashboard’ which is used to
generate real-time reports on e-commerce URLs for the presence of the aforementioned dark
patterns, enhancing the capability to monitor and regulate online consumer interactions
effectively. This solution will aid the CCPA in identifying dark patterns, speeding up the resolution
of consumer disputes and will go a long way in curbing practices that are detrimental to
consumer interests.

Through above initiatives, Department endeavours to:

 create a transparent and fair digital marketplace where consumers can make informed decisions
without being tricked or coerced;

« educate consumers about their rights;

« regulate e-commerce platforms to prevent practices such as subscription traps, where consumers are
unknowingly signed up for recurring payments, or misleading product offers and

« Encourage companies to adopt ethical design practices that prioritize consumer rights and
transparency
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RTl and Contact Us

Telephone Nos of PIB Officers of Hgrs

Telephone Number of Regional Branch Offices of
PIB

Information Manual

Transparency Audit

Internal Complaints Committee

Work Allocation

RTI Transparency Audit Compliance

Link for RFP uploaded on CBC website for Printing
Publishing PIB handbook General Elections 2024

Amendment of RRs for Group A and Group B post
s

GOI Links

Ministry of Information and Broadcasting
Ministry of Agriculture & Farmers Welfare
Ministry of Textiles

Ministry of Commerce & Industry
Ministry of Defence

Minisfof Finance
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WHO’S WHO AT PIB

Public Grievance Officer

CPIOs Appellate Authority List

Citizen Charter

Allocation Budget

Liaison Officer

Web Information Manager

Delegation of financial powers

Portal for Public Grievance Submission
Amendment of RRs for Group C Posts

Transfer Policy for CG-ll & MTS of PIB Regional, B
ranch Offices

More
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Ministry of Health and Family Welfare
Ministry of Home Affairs
Ministry of Housing and Urban Affairs

Ministry of Education
More
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